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1. INTRODUCTION

This course covers modern trends using abelian varieties in isogeny-based cryptography;,
a subfield of post-quantum cryptography. Post-quantum cryptography can be implemented
now on classical devices, but is designed to be resistant to a future attacker with access
to a quantum computer. Isogeny-based cryptography is an incredibly active research area,
with new protocols being proposed every few months, many of which are the only viable
post-quantum solution for certain cryptographic tasks. Recent advancements in isogeny-
based cryptography are rooted in the arithmetic geometry of abelian varieties over finite
fields. In this mini-course, we will cover the mathematical foundations of high-dimensional
isogeny-based cryptography.

Isogeny graphs of supersingular elliptic curves are maximal expander graphs, meaning the
end vertex of a random walk in the graph very quickly approaches a uniform distribution.
The endomorphism rings of supersingular elliptic curves are maximal orders in quaternion al-
gebras, and the classical Deuring correspondence provides in some sense a dictionary between
the geometry of elliptic curves and the algebra of the quaternions. As maximal quaternion
orders are endomorphism rings of elliptic curves, left ideals of those orders correspond to
isogenies of elliptic curves. The computational complexity of the isogeny problem underlies
the security of isogeny-based cryptographic protocols:

Problem 1 (The isogeny problem). Given two uniformly random supersingular elliptic
curves over a finite field k, find and compute an isogeny between them.

Much of the existing work in post-quantum cryptography is driven by global standard-
ization efforts, such as those by the National Institute of Standards and Technology (NIST)
[21}, 20]. In 2024, NIST selected three new cryptographic protocols for standardization, but
they are continuing to evaluate and hopefully standardize more protocols. In 2022, NIST
continued its efforts with a call for ‘additional’ post-quantum digital signatures, in which
SQISign [1] is a leading round-2 candidate based on the isogeny problem. SQISign is a digital
signature built from the Fiat-Shamir Transform of a 3 protocol (depicted in Figure [1)).

In the original SQISign [5] X protocol, the setup starts with a publicly known elliptic
curve Ey with known endomorphism ring. A prover knows a secret isogeny 7 : Fy — Ej,
and they must prove knowledge of this isogeny to a wverifier who knows Ey and E 4, without
revealing any information about the isogeny 7. The prover computes a random commitment
isogeny ¢ : Ey — E; and sends ¢ and the codomain F; to the verifier, who responds with a
challenge isogeny ¢ : Fy — FEs. The prover is now tasked with responding with an isogeny
from F4 — E5 — an instance of the isogeny problem — without revealing anything about the
secret isogenies 7 and 1. Crucially:
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FIGURE 1. A summary of the ¥ protocol underlying the original SQIsign.

e Without knowledge of an isogeny 7 : Ey — E 4, it would be computationally infeasible
to produce a response isogeny from E4 to Fs.

e If the prover responds with the isogeny ¢ o1 o 7, they reveal enough information to
recover T.

However, via the Deuring correspondence the prover can use the knowledge of
potoT:Ey— Ey

to efficiently compute a random isogeny o : E4 — E5, which the prover sends as a response.
The isogeny o does not reveal information about the secret map 7, but it would not be
possible for the prover to produce o without knowledge of 7.

The public-key information of an isomorphism invariant of a supersingular elliptic curve
is incredibly efficient to represent, as it is just an element of the (finite!) field of definition k.
Isogeny-based cryptography distinguishes itself among post-quantum candidates by offering
the smallest key sizes, while maintaining competitive performance.

The current (July 2025) version of SQISign, based on [3, |18, 9], makes use of the fact
that we can embed isogenies of elliptic curves into two (or four or eight) dimensions by
considering products of elliptic curves. This isogeny representation is compact and achieves
superior provable security. This was inspired by the attacks on SIKE [4] |12, [19], which
demonstrated the first important cryptographic application of Kani’s Reducibility Criterion.

Theorem 2 (Kani’s Reducibility Criterion [10, Thm. 2.3]). Let f, A, and B be pairwise
coprime integers such that B = f + A and let E, E4, Ey, F' be elliptic curves such that there
exist isogenies pf, a, 0, ga, and gg (resp.) of degrees f, A, fA, A, and f (resp.) for which
the diagram in Figure |4 commutes. Then, the isogeny

® = (@f _iDA) ' ExEjy— Egx F
ga  gr
is a (B, B)-isogeny with respect to the product polarizations on E X FE4 and Ey x F with
kernel given
ker ® = {([A]P,¢(P)) : P € E[B]}.

This criterion allows us to transport a question about computing isogenies of elliptic curves
with potential large non-smooth degree to a question about computing isogenies of abelian
surfaces with a degree over which we have some control: typically in practical instantiations
we aim for this degree to be a power of two.
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In summary, Kani’s Reducibility Criterion will serve as a central tool in this course, where
we will examine its role in the design of cryptographic protocols such as SQISign and in
enabling compact representation and efficient computation of isogenies. Along the way, we
will also see how principal polarizations of abelian varieties [17], the arithmetic geometry of
endomorphism rings [22], and Mumford’s theory of theta coordinates |14} 15| |16], enrich our
understanding of abelian varieties over finite fields. These techniques motivate advancement
of the discipline, in addition to underpinning the state-of-the-art approaches to modern
isogeny-based cryptography.

(1)

(2)

(3)

(4)

2. COURSE OUTLINE

Lecture 1: Introduction to isogeny-based cryptography.

This lecture will provide an overview of the types of protocols and the mathematical
foundations on which they are built: class-group actions, the Deuring correspondence,
and Kani’s Reducibility Criterion.

Lecture 2: Efficient representation and evaluation of isogenies.

In this lecture, we will go into more depth on the applications of Kani’s reducibility
criterion with a focus on the Clapotis framework.

Lecture 3: Isogeny-based digital signatures.

This lecture will describe the details of the SQISign2D digital signature protocol,
which makes use of both the Deuring correspondence and Kani’s reducibility criterion.
Lecture 4: Overview of higher dimensional isogeny-based cryptographic
applications.

The tools described in lecture 2 have been used to propose many new isogeny-based
protocols. We will provide an overview of the latest developments in this direction
along with the state-of-the-art in higher dimensional isogeny computation.

3. BACKGROUND READING FOR LECTURES

Luciano Maino. “Factoring Isogenies in Higher Dimension and Applications”. Avail-
able at https://research- information . bris . ac . uk/en/studentTheses/
factoring-isogenies-in-higher-dimension-and-applications. PhD thesis.
University of Bristol, School of Computer Science, Mar. 2025

Sarah Arpin, Catalina Camacho-Navarro, Kristin Lauter, Joelle Lim, Kristina Nel-
son, Travis Scholl, and Jana Sotdkova. “Adventures in supersingularland”. In:
Exp. Math. 32.2 (2023), pp. 241-268. 1sSN: 1058-6458,1944-950X. DOT1: [10.1080/
10586458.2021.1926009

Andrea Basso, Pierrick Dartois, Luca De Feo, Antonin Leroux, Luciano Maino, Gi-
acomo Pope, Damien Robert, and Benjamin Wesolowski. “SQIsign2D-West”. In:
Advances in cryptology—ASIACRYPT 2024. Part III. vol. 15486. Lecture Notes


https://research-information.bris.ac.uk/en/studentTheses/factoring-isogenies-in-higher-dimension-and-applications
https://research-information.bris.ac.uk/en/studentTheses/factoring-isogenies-in-higher-dimension-and-applications
https://doi.org/10.1080/10586458.2021.1926009
https://doi.org/10.1080/10586458.2021.1926009
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in Comput. Sci. Springer, Singapore, 2025, pp. 339-370. 1SBN: 978-981-96-0890-4;
978-981-96-0891-1. DOI: 10.1007/978-981-96-0891-1\_11

4. PROJECTS

The Project Assistant will be Luciano Maino. We will have several options for project
problems, all using the arithmetic geometry of abelian varieties over finite fields to study
problems motivated by isogeny-based cryptography. The project problem options will involve
varying amounts of cryptography. Students in our project group should arrive at Arizona
Winter School having read through the recommended background.

The projects will be on two themes: structural questions on graphs in higher dimensions
and explicit computation of higher dimensional isogenies. The precise projects will be fixed
a later point in time: the research in this area moves very fast and things may change in the
meantime!

If you are more interested in the first theme, we recommend reading [2] and [7] on the
dimension 1 case, and |13 Chapter 3] for a particularly simple dimension g case. If you are
more interested in the second theme, we recommend reading [6] on computing (3,3)-isogenies,
[11, Chapter 4] on the theta model and (2,2)-isogenies, [8] on computing cyclic isogenies,
and |11, Chapter 7] on computing cyclic isogenies using Kani’s lemma.
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