EXPLOITING HIGHER DIMENSIONS IN ISOGENY-BASED
CRYPTOGRAPHY: LECTURE NOTES FOR THE 2026 ARIZONA
WINTER SCHOOL

SARAH ARPIN AND CHLOE MARTINDALE

The main characters of this lecture series are elliptic curves and abelian varieties over finite
fields. Elliptic curves fit in a “sweet spot” in terms of balancing arithmetic complexity and
computational efficiency. The points of an elliptic curve form a group, whereas the points
on curves of genus 0 or > 1 do not immediately form a group. We can efficiently work with
elliptic curves over finite fields, developing fast arithmetic using efficient isomorphism class
representatives.

Elliptic curves first came to the attention of cryptographers in the mid-1980s [47], 39] as a
drop-in group replacement for ) in the discrete log problem. The index calculus algorithm,
which provides a subexponential algorithm solving the discrete log problem in F, simply
does not apply to the group of points of an elliptic curve. Thus elliptic curves over finite
fields became standard objects in cryptography. Elliptic curves over finite fields come in two
flavors: supersingular and ordinary. However, the elliptic curve discrete log problem is not
equally difficult for all elliptic curves. In fact, supersingular elliptic curves are particularly
susceptible to the MOV attack: If E/F, is supersingular, then #E(F,) = p + 1 and if
P € E(F,) is a point of exact order N then N|(p + 1) which implies that the embedding
degree of N in F, is only 2. This small embedding degree allows us to translate the discrete
log problem on E(IF,) to a related discrete log problem in the group IF;Q which can be attacked
via index calculus. While supersingular elliptic curves are not suitable for DLP applications,
they are perfectly suitable for cryptographic protocols based on other hard problems.

In particular, supersingular elliptic curves are at the core of isogeny-based cryptography.
First used in a hash function [18|, isogeny graphs of supersingular elliptic curves support
cryptographic protocols with advanced functionality, many of which we will survey in this
lecture series. The most modern of these protocols use isogenies of higher-dimension abelian
varieties, where by “higher-dimension” we explicitly mean dimensions 2, 4, and 8. The key
reason higher-dimensional abelian varieties appear in modern isogeny-based cryptography is
that they allow us to represent and verify isogenies that are infeasible to compute directly
in dimension one.

The sections of these notes correspond to the lectures we will give at the Arizona Winter
School 2026.

e We introduce the mathematics of supersingular elliptic curves in Section (1, and give
a first look at an isogeny-based digital signature.

e We will discuss the computational tools for isogeny-based cryptography, in particular
efficient representations of isogenies using abelian varieties in Section [2]

e With these computational tools in hand, we describe higher-dimension variants of
SQIsign in Section 3

e In Section |4 we look at other new isogeny-based cryptographic protocols which use

the arithmetic geometry of abelian varieties constructively.
1



2 SARAH ARPIN AND CHLOE MARTINDALE

Section [5| provides the project descriptions for the students of AWS who are selected to work
in our project group. We kindly request that researchers outside of the group of graduate
students selected for this project group please not read these project proposals with too
much interest.
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1. INTRODUCTION TO THE MATHEMATICS OF ISOGENY-BASED CRYPTOGRAPHY

An elliptic curve E defined over a field K is a smooth, projective, algebraic curve of
genus one with a marked point cog. If the characteristic of K is not 2 or 3, then E can be
described as the set of solutions to an affine short Weierstrass equation:

E:y*=2"+ax+0b,

with a,b € K and 4a® + 270* # 0, together with a unique point cog at infinity (denoted oo
when F is understood). The points on an elliptic curve satisfy a group law and that group
law is algebraic, which gives F the structure of an abelian variety. The point oo is the
identity element of the group of pointsﬂ

Since the points of E satisfy a group law, we have Z C Endg (F), where Endg (E) denotes
the endomorphism ring of Eﬂ When the subscript K is omitted, End(E) denotes the set
of all endomorphisms of E defined over an algebraic closure K of K: End(F) = End#(E),
which is sometimes called the geometric endomorphism ring of E. The structure of
Endg (FE) reveals a lot about the curve E, and is of particular computational interest when
working over finite fields. This leads us to our first computational hard problem:

Problem 1 (Endomorphism Ring Problem). Given a supersingular elliptic curve E over a
field of characteristic p, compute a basis for End(E).

When the field characteristic p is large and no extra information is given about the curve
E, this problem is believed to be computationally infeasible. This computationally hard
problem is equivalent [46] to the isogeny problem:

Problem 2 (Isogeny Problem). Given two supersingular elliptic curves E and E’', find an
isogeny ¢ : E — FE'.

This problem is also computationally infeasible for random supersingular elliptic curves.
It should be noted that there are certain curves for which these problems are in fact easy: for
example, the existence of extra automorphisms makes it easier to compute the endomorphism
ring - see Example

Many properties of elliptic curves are defined and studied via their coordinate rings and
function fields. The affine coordinate ring of an elliptic curve E : y?> = 2% 4 ax + b over
K is the ring Klz,y]/(y* — 2* — ax — b), often denoted K[FE]. The function field of E,
denoted K (F), is the field of fractions (quotient field) of the coordinate ring of E.

1.1. Isogenies. An isogeny ¢ : Fy — FE, of elliptic curves Ey, F5 is a rational map which
is defined on all points of E; which satisfies p(ocog,) = cog,. In particular, isogenies are
morphisms of elliptic curves which respect the group law:

(P + Q) = o(P) + ¢(Q).

Most of the time when we talk about an isogeny ¢ : Fy — FE5 we will mean a nonzero
isogeny. Please forgive any omission of the qualifier “nonzero.”
Every nonzero isogeny gives an injection of function fields:

(,0* : K(EQ) — K(El)
IThe point at infinity is less mysterious when working with projective equations: E : Y2Z = X3+ AX 72+

BZ3 contains the point co = [0:1: 0].
2The multiplication-by-m maps [m] : E — E are nonconstant for every m € Z\ {0} |70, Prop. 111.4.2.a]
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f=fop.
The degree of ¢ is the degree of the field extension K(FE;)/¢*(K(E;)), and for the zero
isogeny [0] we set deg([0]) = 0. A nonzero isogeny ¢ is (separable, inseparable, purely insep-
arable) if the corresponding field extension is (separable, inseparable, purely inseparable).
Every isogeny ¢ : By — Fs is associated with a unique dual isogeny ¢ : Fy — E; satisfying

o= [degy|p, and Po ¢ = [deg ¢,

where [m]g, denotes the multiplication-by-m endomorphism of F;.

Proposition 3. The degree map is multiplicative: deg(p o) = (degp)(deg1)).

Proof. Follows from the corresponding property for degrees of field extensions. 0
Lemma 4. Let ¢ : Ey — E5 be a separable isogeny. Then, # ker ¢ = deg .

Proof. This comes from the fact that separable isogenies are unramified morphisms. See 70,
Thm. II1.4.10] for details. O

Lemma 5. Take [m]: E — E to be the multiplication-by-m map for some nonzero m € Z.
Then, deg([m]) = m?.

Proof. We provide a start: By definition, deg([m]) = [K(E) : [m]*(K(F))]. Suppose E is
given by the equation y? = 23 + ax +b. Let v : E — P! denote the z-coordinate map. Let
T, =z o [m]: E — P Notice the relation:

[K(E) : (2,)"(K(E))] = [K(E) : [m]"(K(P)] - [[m]"(K(P)) : (xn)" (K(E))]
and use this to prove the desired result. 0

The m-torsion points of E, denoted by E[m|(K), is the subgroup of points P € E(K)
such that [m](P) = co. We denote by E[m] the group of m-torsion points of E defined over
K.

Theorem 6. Let E be an elliptic curve defined over a field K. Let m be an integer coprime
to the characteristic of the field K. The m-torsion points of E are isomorphic to the group
Z]/mZ x 7/mZ:

Elm]| = Z/mZ x Z]/mZ.

Proof. This result is actually true for abelian varieties of arbitrary dimension. We will revisit
this result, see Theorem O

Theorem 7. Let G C E(K) be a finite subgroup of points of an elliptic curve E with order
coprime to the characteristic of K. Then, G defines an isogeny ¢ : E — E /G with ker p = G
which 1s unique up to post-composition with an automorphism.

Proof. Given a Weierstrass equation for £ and explicit coordinates for the points of G, Vélu
[74] provided explicit formulae for the rational map ¢. There have been a number of updates
to this original work (|8, |55, 20]); however, in the following lectures we will focus instead on
a different set of techniques for effectively computing isogenies. O

[sogenies give a first glimpse into understanding the theory underlying elliptic curves via
their function fields. This is part of a broader categorical equivalence:

Theorem 8 (Rem. 2.5 [70], Cor. 6.12 [33]). The following categories are equivalent:
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(1) smooth curves defined over K, and surjective morphisms defined over K ;
(2) finitely generated field extensions L/ K of transcendence degree one with LNK = K,
field injections fixing K.

e Homg (E1, Es) denote the collection of isogenies from E; to E, which are defined
over K. Homg (FE1, E5) is a group via the group laws on E; and F; and the fact that
isogenies respect group operations.

e Endg(FE) denotes the collection of isogenies from E to E which are defined over K.
Endg(FE) is a ring, where the addition map is inherited from the fact Endg(E) =
Homg (F, E) and the multiplication map is given by composition.

e Autg(FE) denotes the collection of degree-1 isogenies from E to E which are defined
over K. Autg(FE) is a group under the composition operation.

Proposition 9 (Prop. I11.4.2.b [70]). The group Hom(E}, Es) is a torsion-free Z-module,
and End(E) is a ring of characteristic 0.

Proof. Let ¢ € Hom(E, E2) be nonzero and suppose [m]o ¢ = [0] for some integer m. Then
deg([m])deg(p) = 0 by Proposition Since Z is torsion-free, this implies m = 0. Since
End(F) = Hom(FE, E), this also shows that the ring End(FE) has characteristic 0. O

Proposition 10 (Prop. I11.4.2.c [70]). The ring End(E) has no nonzero zero divisors.
Proof. Again use the property that the degree map is multiplicative (Proposition . ([l

We remark that every endomorphism ¢ € End(£) has a minimal polynomial m.(t) € Z[t]
such that m,(¢) = [0].

There are two ways to approach their theory and computation of isogenies of elliptic curves.
The first method being direct computation by kernels and explicit maps (see Lemma 4] and
Theorem . This method works generally for all separable isogenies of elliptic curves.
However, there is a subset of isogenies which correspond to ideals of the endomorphism ring.
In the case where the endomorphism ring of the elliptic curve is isomorphic to an imaginary
quadratic order, one can immediately see these isogenies as realizing the action of the class
group of End(E) on a particular subset of elliptic curves. The following result is a step in
this direction, which we will build upon in Section [I.5]

Proposition 11. Homg (Ey, Es) is a left Endg (Es)-module and a right End g (E1)-module,
where the actions are given by post- and pre-composition, respectively.

Proof. The only property to check is well-definedness, which is immediate. O

Theorem 12 ([70]). Let E/K be an elliptic curve. Then End(E) is one of:
o 7,
e an order in a quadratic number field, or
e a maximal order in a quaternion algebra.

Proof. This result follows from showing that the ring End(E) of endomorphisms of an elliptic

curve F is a characteristic 0 ring with no zero divisors with rank at most four as a Z-module,

and that End(FE) has an anti-involution ~ which satisfies the following properties:
a+B=a+p aB=5aa=aq

for all a, 8 € End(F), and that @ = a for any endomorphism a € Z C End(F£). It is further

required that aa > 0 and aa = 0 if and only if a = 0. O
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1.2. Elliptic Curves in Characteristic p > 0. The above results hold for elliptic curves
over arbitrary fields. When we restrict to elliptic curves defined over a finite field F, of char-
acteristic p, additional structure arises that is inherited from the arithmetic of the base field.
The Galois group Gal(F,/FF,) is generated by the p-power Frobenius field automorphism:

mp g — Fy

() = 2P.
Let £ : y* = 2% + az + b be an elliptic curve defined over F,. The field automorphism ,
motivates the definition of the p-power Frobenius isogeny:

Ty B — (BW :y? = 23 4 aPx + VP)

m(2,y) = (27, "),
The dual of the Frobenius isogeny is the Verschiebung isogeny.

Theorem 13 (Hasse-Weil bound). Let E/F, be an elliptic curve over a finite field F,. The
number of F-rational points on E satisfies the following inequality:

g+1—-2/qg<#EF,) < q+1+24.

Proof. See |70, Thm. V.1.1]. The basic idea is to use the g-power Frobenius morphism of
the curve to define the set of F,-points:

E(F,) ={P € E: n,(P)= P} = ker([1] — 7).

We can show that the map [1] — m, is separable, so the size of its kernel is equal to its
degree. Compute the degree directly by ([1] — m,)([1] — 7,) and apply the Cauchy-Schwarz
inequality. 0

Elliptic curves over fields of characteristic p are either supersingular or ordinary. Both
types have been used in cryptography, each with its own strengths and weaknesses. The use
of supersingular elliptic curves can render the discrete logarithm problem vulnerable to the
MOV attack. The use of ordinary elliptic curves in isogeny-based protocols is also insecure.
The distinct properties associated with these two types of curves are important to study
closely.

Theorem 14 (Thm V.3.1 [70]). Let E/F, be an elliptic curve defined over a finite field F,
of characteristic p. Then, the following are equivalent:
(1) E is supersingular;
(2) Elp"| = {ocg} for one (and thus all) integers r > 1;
(3) the Verschiebung isogeny T, is purely inseparable for one (and thus all) r > 1;
(4) the multiplication-by-p map [p] is purely inseparable and j(E) € F2;
(5) the ring End(E) is a mazimal order in a quaternion algebra.
If E is not supersingular, then the following equivalent conditions hold:
(1) E is ordinary,
(2) Elp"] 2 Z/p"Z for all integers r > 1;
(3) End(FE) is an order in an imaginary quadratic field.

Proof. See [70] for details. The main ideas come from the fact that [p| = 7, o m, and the
injection End(E) — End(T,(E)), where T,(E) denotes the p-adic Tate module of E. O
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Remark 15. The reader accustomed to working with elliptic curves as schemes will note
that the p-torsion subgroups of elliptic curves over finite fields have more structure than
what is observed from the affine/projective picture. If F is supersingular, the group scheme
Elp] is isomorphic to the unique non-split extension of a, by itself (often denoted Ms). If E
is ordinary, the group scheme E|[p] is isomorphic to p, X Z/pZ. Here, c, is the kernel of the
p-power Frobenius map on G, and p, is the kernel of the p-power Frobenius map on G,,.
See |38, Thm. 2.9.3] for a long (but worthwhile) journey to truth.

1.3. Supersingular elliptic curves. Supersingular elliptic curves are defined by the prop-
erties listed in Theorem . For the purposes of this section fix E/F, a supersingular elliptic
curve over the field F, with charF, = p.

By Theorem [T4] the j-invariant of a supersingular elliptic curve lies in 2, so in particular
there are finitely many isomorphism classes of supersingular elliptic curves over Fp.

Theorem 16 (Thm. V.4.1 [70]). Let p > 5. The number of supersingular elliptic curves
(up to F,-isomorphism) over F, is equal to

0 ¢p=1 (mod 12)
[£]+31 i#p=57 (mod12).
2 ifp=11 (mod 12)

Proof. Using the Legendre form of an elliptic curve E) : 4> = x(z—1)(x— \) over F,, one can
define a polynomial H,(x) which vanishes at z = X € Fp if and only if E) is supersingular.
The result follows by counting roots of this polynomial H,(z). 0

The property of being supersingular is an isogeny-invariant. To see this, note that an
isogeny ¢ : E — E’ induces an isomorphism of group schemes E[p| — E’[p]. The structure
of E[p] determines whether or not F is supersingular, and this structure is unchanged by
isogeny.

Before going into more detail on the geometric endomorphism ring of a supersingular
elliptic curve as a quaternion order, we remark that the ring of F)-rational endomorphisms
of a supersingular elliptic curve over F, is actually commutative:

Theorem 17 (Prop. 2.5 [26]). Let p > 3 be a prime and set K = Q(y/—p). Let Ok denote
the ring of integers of K. Then, there is a one-to-one correspondence between the set of
isomorphism classes of supersingular elliptic curves defined over IF,, and isomorphism classes
of elliptic curves over C whose endomorphism ring is isomorphic to either Z[\/—p] or Ok.

Proof. Proof idea: By CM theory, the class number of an imaginary quadratic order O
in a CM field K dictates how many isomorphism classes of elliptic curves over C have
endomorphism ring isomorphic to 0. Taking the reduction of these curves modulo p give
supersingular elliptic curves defined over IF,. See [26, Prop. 2.5] and [69} p. I1.4] for details.

O

The quaternion algebra B, ., = End(F) ®z Q is ramified at p and oo, meaning that the
completions B, - ®gQ, and B, - ®gR are division algebras (meaning every nonzero element
has a two-sided multiplicative inverse). The discriminant of B, ., is p (more generally, the
discriminant is the product of the finite primes at which the quaternion algebra ramifies).
The endomorphism ring End(E) is a maximal order in B, . Orders in B, ., are rank-4



8 SARAH ARPIN AND CHLOE MARTINDALE

lattices over Z which are also subrings of B, .. A maximal order in B, , has discriminant
p. See [75] for a complete treatment of quaternion algebras.

Recall from the introduction that the endomorphism ring problem (Problem |1 asks
to compute the (geometric) endomorphism ring of a given supersingular elliptic curve E. To
“compute” End(FE) usually means to give a basis of four endomorphisms oy, as, a3, ay of E
which generate End(FE) as a Z-module. This can mean as rational maps, as kernels, or as
some oracle which is able to evaluate the maps «; at points of E. For random supersingular
elliptic curve in characteristic p for p large enough, this computational problem is believed
to be intractable. In fact, it is even difficult to find a single non-scalar endomorphism — this
problem is known as the one endomorphism problem. The endomorphism ring problem
and the one endomorphism problem were shown to be computationally equivalent [58].

Problem 18 (One Endomorphism Problem). Given a supersingular elliptic curve E over a
field of characteristic p, compute one nonscalar endomorphism in End(FE).

Example 19. It is not always hard to compute the endomorphism ring of an elliptic curve.
For a very special case, consider the elliptic curve E : y* = 2* + z defined over F, with p = 3
(mod 4). This curve has an automorphism of order four:

[i]: E—FE

(I’, y) = <—.CE, Zy)a
where i € Fj2 \ F, such that i* = —1. Since this curve is defined over F,, we also have the
p-power Frobenius isogeny 7, € End(£). Already, the endomorphisms [1], [¢], 7, and 7, o [
generate a quaternion order of discriminant 4p — very close to maximal! To complete the
computation, note
E[2] = {(0,0), (4,0), (—1,0), 00 }.

As an exercise, find an endomorphism divisible by [2] by finding an endomorphism which
vanishes on F[2]. This computation was simple — make sure you understand why this is the
exception and not the rule. We will use this elliptic curve with known endomorphism ring
again in the sections which follow.

While it is generically difficult to compute the endomorphism ring of a random supersin-
gular elliptic curve, it is theoretically possible to list all of the possibilities as abstract orders
in a quaternion algebra B, . The following theorem of Pizer [62] gives an explicit basis for
a maximal order in the quaternion algebra B, ., whose generators are also described.

Theorem 20 (Prop. 5.1 & 5.2 [62]). Fiz a prime p. The (unique up to isomorphism)
quaternion algebra B, o, ramified precisely at p and oo is given by:

—1,-1 . .
5 ifp=2
—L-p ifp=3 (mod 4)

(

Bpoo =13y 2
p’w -_—) - .
2@p ifp=5 (mod 8)
\ 5t ifp=1 (mod 8),

where q is a prime with ¢ = 3 (mod 4) and p is not a quadratic residue modulo q, and <“—b>
denotes the quaternion algebra generated over Q by the elements 1,1, j,1j with i> = a,j* =
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b,ij = —ji. In each of these quaternion algebras, we can write down an explicit Z-basis for
a mazximal order in By :

YA +i+j+15),4, 4,1 ifp=2
1,2’,%,% ifp=3 (mod 4)

s(U+j+1ij),3(i+2j+1i5),5,i5 ifp=5 (mod8)
WU 7), 3 +ii), 2 aif) k. ifp=1 (mod8),
where a € Z such that q|(a*p + 1).

From a given maximal order O C B, », the other maximal orders are precisely the right
orders of the various left ideal classes of . This can be explicitly computed using Step 3
of the main algorithm in [62]. Thus the difficulty of computing End(F) rests solely on what
we will refer to as the effective Deuring correspondence.

Remark 21 (Endg,(E)). Let E/F, be a supersingular elliptic curve. Then End(E) is an
order in a quaternion algebra, but Endg,(£), the ring of endomorphisms which are defined
over F,, is actually an order in an imaginary quadratic field. See |77, Ch. 6]. This ‘nicer’
endomorphism ring structure has been leveraged to solve the isogeny problem: see the work
of [26] and many follow-up optimizations. Not every supersingular elliptic curve is defined
over I, of course, so we cannot always leverage this nice structure. However, the theory
of orientations will give us some way of extending the commutative endomorphism algebra
picture to more general classes of supersingular elliptic curves. We’ll see a bit of this in the
last lecture, Section 4.1.1}

1.4. Deuring Correspondence. By Theorem the (geometric) endomorphism rings of
supersingular elliptic curves are maximal orders in quaternion algebras. Given a prime
p, we can enumerate the finite list of isomorphism classes of supersingular elliptic curves
by the supersingular j-invariants in F,.. We can also enumerate the maximal orders in
the quaternion algebra B, ., which we identify with B, . = End(E) ®z Q for a given
supersingular elliptic curve E/F,2. It is natural to match the supersingular elliptic curves
with the maximal orders by computing the image of their endomorphism rings embedded in
B, ~. This association is one-to-one for curves with j € [F, and two-to-one for curves with
J € Fp2 \ F,. Such an association is useful — we can study supersingular elliptic curves by
studying maximal orders in B, o, — but an association is not a categorical equivalence.

In [2§], Deuring proved a categorical equivalence (although not phrased in this language at
the time) between supersingular elliptic curves and quaternion objects by fixing a basepoint
in each category. For a modern phrasing of this result, we paraphrase |75, Thm. 42.3.2]:

Theorem 22. Let S denote the category whose objects are supersingular elliptic curves over
Fp and whose morphisms are isogenies. Fiz E € S. Let O denote the endomorphism ring
of £ and let By = O ®z Q denote the quaternion algebra ramified at p and oo. Let B
denote the category whose objects are left O-modules and whose morphisms are nonzero left
O-module homomorphisms. Define a contravariant functor F : S — B as follows:

E' € S+ Hom(E', E)
(¢ : Fy — Ey) — (Hom(Es, F) — Hom(F1, E) via 1 — ¥ o p).

Then, F is an equivalence of categories.
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This equivalence of categories is a useful computational tool, when it is computable. As
discussed, the endomorphism ring problem (Problem [1]) is generally computationally infea-
sible. However, with knowledge of the endomorphism ring of a supersingular elliptic curve,
translating isogenies to and from the quaternion category is both possible and computation-
ally advantageous.

Definition 23. Let E be a supersingular elliptic curve over F,, and let End(E) denote its
endomorphism ring. Let I denote a proper integral left-ideal of End(£) with norm coprime
to p. Define a subgroup

E[I] = (kera

and an isogeny ¢; : E — E/E[I] with ker ¢; = E[I].

For further details, see |75, p. 42.2].

There are extensions of the Deuring correspondence to higher dimension abelian varieties.
Deligne [27] provides the first such generalization, for ordinary abelian varieties. Work of
Centeleghe and Stix [17, [16] extended this to simple abelian varieties with commutative
endomorphism ring.

Theorem 24 (Thm. 1.1 [35]). In particular, fiz a supersingular elliptic curve E/F, with
p-power Frobenius isogeny m, and suppose that either:

o F,=F, and R = Endg, (F) = Z[r,|, or

o F, =F,: and R = Endg,(E) is a mazimal order in a quaternion algebra.
There is an equivalence of categories between the category of finitely presented torsion-free
left-R modules and the category of abelian varieties isogenous to a power of E. Under this
correspondence, the rank of the R-module corresponds to the power of E.

This theorem unifies several categorical equivalences already in the literature, including
that of Deuring. The authors [35] provide a comprehensive treatment, and the introduction
of this work cites several other places where the result appeared in less generality. In Lecture
4 (Section , we will discuss an extension of this equivalence of categories which has been
used to create isogeny-based cryptographic protocols which take advantage of both higher
dimension abelian varieties and group actions.

The reader interested in further equivalences of categories for elliptic curves and abelian
varieties may also be interested in [3} 7], and many more.

1.5. Group actions and the CSIDH protocol. The first isogeny-based cryptographic
primitives to use a group action were based on ordinary elliptic curves, due to the existence
of a class group action coming from the ideal class group of an imaginary quadratic order |19,
67]. In particular, given an ordinary elliptic curve E/F,, the endomorphism ring of E is an
imaginary quadratic order and the ideal class group of End(FE) acts on the collection of elliptic
curves whose endomorphism ring is isomorphic to End(£) [77, Thm. 4.5]. The geometric
endomorphism rings of supersingular elliptic curves are noncommutative quaternion orders,
and do not have a class group of idealsﬂ However, if F is a supersingular elliptic curve defined
over I, then Endp, (£) is isomorphic to an imaginary quadratic order, and again one can
use the class group of this order to act on the set of elliptic curves whose IF,-endomorphism

3There is a class group of two-sided ideals for maximal orders in the quaternion algebra B, .., but it is
always either trivial or isomorphic to Z/2Z.
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FIGURE 1. Isogenies involved in the SQIsign [25] protocol described in Sec-
tion[1.6] Dashed isogenies are only known to the prover, and all other informa-
tion is publicly known and communicated. The isogeny 1 makes the diagram
commute, whereas the isogeny o does not make the diagram commute.

ring is isomorphic to Endg, (£). The CSIDH protocol [15] relies on the difficulty of inverting
this class group action. The details of this protocol were described in the PAWS lecture
notes [41], but we recall the basics of the class group action here.

Definition 25. Let E/F, be an elliptic curve defined over a field of characteristic p with
a commutative endomorphism ring J-ﬂ Let I be a proper, integral ideal of R with norm
coprime to p. Define a subgroup

E[I] = (kera
aecl
and an isogeny ¢; : E — E/E[I] with ker ¢; = E[I]. The action
IxE=E/E[]

defines a free action of the class group of R on the set of elliptic curves with endomorphism
ring isomorphic to R. This action is transitive if p is split or ramified in R ®7 Q, and has
two orbits if p is ramified in R ®7 Q.

This is essentially the same correspondence between ideals and isogenies that we have for
supersingular elliptic curves and their geometric endomorphism rings in B, o, that we saw
in Definition 23] However, there is no “class group” of left ideals of a quaternion algebra, so
this ideal-isogeny correspondence is more powerful when working with commutative rings.
The theory of orientations gives another way to use a class group action even when working
inside the noncommutative geometric endomorphism ring of a supersingular elliptic curve.
We visit this perspective in more detail in Section [£.1.1]

1.6. A first isogeny-based digital signature. A physical signature marks a particular
document and certifies the signer’s acknowledgement of the document. It is verifiable by
checking the handwriting. A digital signature serves the same purpose but for digital
documents: it certifies the signer’s acknowledgement of a particular digital document, and it
is verifiable by some publicly available information. Just as we hope our physical signatures
are unforgeable, we want digital signatures to be unforgeable as well.

Definition 26 (Digital Signature Scheme). A digital signature scheme consists of a public
verification key pk, a private signing key sk, and two algorithms:

4R can be Endg (E) (if £ is ordinary) or Endp, (E) (as in CSIDH) — the main point is we assume this

ring is commutative.
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e Sign: A signing algorithm which takes input a document D and a private signing
key sk and produces a signature op for document D.

e Verify: A verification algorithm which takes input a document D, signature op
for D, and public verification key pk, and returns True if op is a valid signature
associated with document D an False otherwise.

A digital signature should be unforgeable in that it should be difficult to produce a signature
which verifies using pk without knowledge of sk.

For more information about the security of digital signatures, see |71, p. 11.7].

The first isogeny-based digital signature scheme was proposed in 2020 [25]. This protocol
relies exclusively on dimension-1 abelian varieties. Although we will describe the current
state of the art in Lecture 3 (see Section , presenting the original SQIsign protocol here
allows us to apply the machinery developed in this lecture and provides a simpler model of
an isogeny-based digital signature.

SQIsign is a digital signature scheme obtained via the Fiat—Shamir transform [32] applied
to an identification protocol. For our purposes, it suffices to describe SQIsign at the level of
the underlying sigma protocol. We will delay a description of the Fiat-Shamir transform to
Section [3]

A sigma protocol is a three-round interactive proof of knowledge in which a prover
convinces a verifier that they know a secret, without revealing any information about the
secret beyond its existence. In the case of SQIsign, this secret is an isogeny of supersingular
elliptic curves. See Figure [1| for an overview of the isogenies involved. Let A denote the
security parameter of the protocol (meaning that the probability of an attacker breaking the
protocol is at most 27*). The public parameters for this protocol with security parameter \
are:

e a prime p ~ 2%\

e a supersingular elliptic curve Fj /Fp with known endomorphism ring;
® Dy ~ 2% an odd integer;

o D, = 2° for e = log(p).

The prover takes a random isogeny 7 : Ey — Ep, with degT = D, a large prime. Their
public key is the curve Ep (which should appear to be random) and their secret is the
isogeny 7. The prover needs to convince the verifier that they know 7, without revealing any
information about 7. The three rounds proceed as follows:

e Key generation: The secret isogeny 7 : Fy — Ep is sampled using knowledge of
the endomorphism ring of Fy. Concretely, a random left-ideal I of norm D.. In the
ideal class [I,] contains an integral ideal J of smooth norm, which is found using the
KLPT algorithm [40]. The ideal J, corresponds to an isogeny ¢, whose codomain
is the same as the codomain of the isogeny 7. Concretely, we have selected I, and
J; from the same ideal class, sO that ¢ . : Ey — Ep and (¢;. = 7) : Ey — Ep. The
public key Ep is computed using ..

e Commitment: The prover generates another secret isogeny ¢eom : Fo — Feom, and
publicly commits to the codomain curve Eqpy.

e Challenge: The verifier computes an isogeny ©enal @ Feom — Fena With cyclic kernel
and deg ¢chal = Depal and communicates pgp,1 to the prover.

e Response: Define 7 = (¢eha1 © Peom ©T) : Ep — Eepa. Using 7, the prover computes
a New iSogeny Qres @ Fp — Epa with deg s = Dies to send as a response.
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The verifier checks that the response isogeny ¢, is indeed an isogeny from Ep — Eqga.
At this stage, it is not clear how the prover computes the response isogeny, so we now
explain this step in more detail. Note that if the prover had simply revealed the isogeny
7 = (Pchal © Peom © T) : Ep — FEea, the verifier would learn the secret isogeny Tﬂ At a
high-level, the prover uses knowledge of End(Ep) and 7 to translate n to a left ideal class
[I,] of End(Ep). To avoid revealing n (and thus revealing 7!), the prover chooses another
ideal J € [I,] such that the reduced norm of J is D,es. Then, the isogeny o is revealed
with kero = E[J]. This process is completed in the SigningKLPT algorithm of [25]. This
algorithm generalizes the KLPT algorithm [40].

For a sigma protocol to result in a secure digital signature, it must satisfy certain proper-
ties. The original SQIsign proposal did not contain a complete proof of security, as details
were omitted and heuristics not rigorously investigated. In 2025, the authors of [1] pro-
vided a complete proof of security for the version of SQIsign submitted to round 2 of the
NIST standardization process. This variant of SQIsign does not contain optimizations using
higher-dimension abelian varieties, so the precise proof of security provided in [1| does not
apply to SQIsign2D-West, the variant of SQIsign which we will discuss in-depth in Lecture
3 Section [3] However, these security conditions remain relevant to SQIsign2d-West, so we
will provide a brief discussion here and then revisit these conditions in (3.3

1.6.1. Completeness. An identification protocol is complete if an honest verifier is convinced
by an honest prover. The completeness of SQIsign comes from the fact that the isogeny
0 : Ep — FEuga produced by the prover is indeed an isogeny of the correct degree. This
follows from the proof of the SigningKLPT algorithm in [25, Prop. 9].

1.6.2. Soundness. An identification protocol is sound if a dishonest prover (who does not
know 7) is unable to convince the verifier that they know 7, except with negligible probability.
The justification for soundness provided in the original SQIsign paper [25] argued that an
adversary who is able to break the soundness of the protocol would be able to efficiently solve
the endomorphism ring problem (Problem [I)). In [1], the authors note that the underlying
problem is actually the one endomorphism problem (Problem . The two hard problems
are equivalent [58], but the equivalence requires changing the starting curve. This leads to
a complete proof of soundness provided in [1], where the assumptions are adjusted slightly
in their “hint-assisted” model.

1.6.3. Zero Knowledge. An identification protocol is zero knowledge if the verifier learns
no information about the prover’s secret through the interaction. In SQIsign, this means
that the verifier doesn’t learn any information about the secret isogeny 7 : £y — Ep from
the response isogeny o : Ep — FEu.. The original KLPT algorithm would have revealed
information about the endomorphism ring of Ep, thus breaking this critical security property.
The algorithm SigningKLPT introduced in |25] avoids this information leakage, but there are
other serious issues in proving zero knowledge.

To prove a protocol satisfies the zero knowledge property, one must show that there exists
a simulator which produces accepting transcripts at the same rate as actual executions of
the protocol, without access to the secret information. The transcript (tuple of commitment,
challenge, and response data) can be set up by the simulator in any order, so usually this

®Make sure you can see why this is! Note that learning 7 is equivalent to learning 7.
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involves selecting a random challenge, selecting a response, and then computing the com-
mitment that forces the transcript to pass the verification step. In SQIsign, it is not known
how to sample efficiently from the algorithmically defined set of isogenies of degree-2* from
Ep without knowledge of the secret key. If the endomorphism ring of Ep is known, it is
possible to efficiently sample uniformly from all isogenies of degree-27, but this is notably
not the same set actually sampled from in the protocol. In [1], the authors overcome this
security barrier by building a “hint-assisted” simulator.
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2. EFFICIENT REPRESENTATION AND EVALUATION OF ISOGENIES

2.1. Abelian varieties over finite fields. In this section, we formally introduce abelian
varieties, their isogenies, and their polarizations, spiced with plenty of intuition and moti-
vation. A good textbook reference for the theory of abelian varieties over finite fields is the
book in preparation by Edixhoven, van der Geer, and Moonen, available on van der Geer’s
website [31]. At the end of this section, we cover the classification of principal polarizations
of supersingular abelian surfaces of Ibukiyama, Katsura, and Oort [34], giving a first look at
how to work with simple explicit representations in this area. We start this with intuition
and motivation for the following definition:

Definition 27. An abelian variety (of which an elliptic curve is an example) is a smooth
projective algebraic variety that is also an algebraic group.

‘Projective’ means that it can be embedded into projective space, and ‘algebraic’ means
that the image of this embedding can be expressed as algebraic equations. When working
with abelian varieties in a computational setting, we fix an embedding into projective space
by choosing a ‘polarization’. A polarized abelian variety refers to the data (A, ), where
© is the polarization, which allows A to be represented by equations as ¢ fixes the choice
of embedding into projective space. Before formally defining polarizations, let us motivate
the last part of the definition of ‘abelian variety’, namely that it is ‘also an algebraic group’.
This just means that there is a well-defined group law on the set of rational points which
can be represented in terms of rational functions, which should be familiar from the elliptic
curve setting. The following theorem gives the structure of this group of rational points:

Theorem 28. Let A be an abelian variety of dimension g over a field k. Let m be an integer
coprime to the characteristic of the field k. The m-torsion points of A are isomorphic to
(Z)mZ)* :

Alm|(k) = (Z/mZ)*.

Proof. Over the complex numbers, an abelian variety X is isomorphic to C?9/A, where A is
a full rank lattice in C?9. The m-torsion points are the points z of C?9 such that ma € A,
so X[n] = (ZA) /A = ((£2) /Z)zg >~ (Z/mZ)?. For an algebraic explanation over an
arbitrary algebraically closed field, see the proof in [51, Ch. II1.6], which uses properties of
finite group schemes. ]

Just like the elliptic curve case, for an abelian variety defined over a field of characteristic
p, the p-torsion behaves differently to the m-torsion of Theorem 28] However, unlike the
elliptic curve case, there are more than two options. To introduce these, we must first
generalize the notions of isogeny and isomorphism covered already in the elliptic curve case:
An isogeny is a morphism of abelian varieties that is finite as a morphism of varieties and is
surjective (after covering polarizations more precisely, we will introduce the more restrictive
but more explicit notion of a ‘polarization-respecting’ isogeny). The degree of an isogeny
is its degree as a morphism of varieties. An isomorphism is an isogeny of degree one.

Given an abelian variety A defined over a field k& of characteristic p, we say that A is
supersingular if there exists an isogeny over k to a product of supersingular elliptic curves
E, x---xE,. Wesay that A is superspecial if there exists an isomorphism over k to a prod-
uct of supersingular elliptic curves E; x - - - x E,. In fact, all superspecial abelian varieties are
isomorphic (note that we don’t yet require these isomorphisms to be polarization-preserving,
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else this wouldn’t be true), which turns out to be a crucial factor in having nice simple explicit
representations of the polarizations to work with (see Section . Superspecial abelian
varieties of a given dimension are currently considered to be the most appropriate general-
ization of supersingular elliptic curves for the purposes of isogeny-based cryptography. This
is for several reasons, first and foremost because the isogeny graph is the most similar to the
elliptic curve case [14], but also crucially because we don’t have yet the tools to even write
down supersingular abelian surfaces that are not superspecial, let alone compute isogenies
between them!

We now formally define polarizations, before turning to examples and tools to work ex-
plicitly with polarizations in the superspecial case. We will see that a polarization is an
isogeny between an abelian variety A and its dual A. However, the definition of the dual
of an abelian variety over an arbitrary field k£ is a somewhat complex side-note to this lec-
ture series (see for example |50, Chapter 6]), especially as a polarization is only explicitly
identified as such by lifting to characteristic zero, as we will see below. Hence, we define
the notion of dual for characteristic zero only and refer to [50] for further details in positive
characteristic. The Picard group of A over an aribitrary field k, written as Pic(A), is the
group of isomorphism classes of line bundles on Aﬂ

Proposition 29. For an abelian variety A over an arbitrary field k and a line bundle L on
A, the map defined by
or: Alk) — Pic(A)
r = [TFLe LY,
where T, denotes translation by x and [—] denotes the equivalence class of — in Pic(A), is a
homomorphism.

Proof. See [31, Corollary 2.10]. O

If k is algebraically closed, we define Pic’(A) to be the subgroup of Pic(A) consisting of
classes of line bundles £ such that ¢, = 0; then Pic”(A) carries a canonical structure of an
abelian variety over k [51], Chapter III, Corollary 5], which we define to be the dual abelian

variety A If £ is an ample line bundle then ¢, defines an isogeny A — A [31, Theorem
6.18].

Definition 30. For an abelian variety A over an arbitrary field &k, we define a polarization
to be an isogeny

p:A— A
over k such that there exists an ample line bundle £ of the base change A x k for which
¢ % k = ¢,. We call this polarization principal if ¢ is an isomorphism (or equivalently if £
is very ample).

We refer to the pair (A, ¢), where ¢ is a (principal) polarization of A, as a (principally)
polarized abelian variety. See Section for examples of two-dimensional principally
polarized abelian varieties.

Remark 31. Choosing a very ample divisor on an abelian variety can be thought of as
the same thing as choosing an embedding into projective space. This connection will be

5Tf you don’t link bundles, you can replace every instance of ‘line bundle’ with ‘divisor’ in your head (and
replace tensors with additions) without losing the meaning of the story here.
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made explicit in the section on theta coordinates, which is the name given to the associated
embedding; see Section [2.2.1

When working with the group law on abelian varieties explicitly, we will always work via a
(principal) polarization so that we can compute using the coordinates in projective space, as
mentioned above. In isogeny-based cryptography, we of course need to be able to compute
isogenies between abelian varieties, not just use the group law on a given abelian variety,
which leads us to the necessity of ‘polarization-respecting isogenies’.

Definition 32. Let (A, ¢) and (A’, ¢') be principally polarized abelian varieties of dimension
g. Let f: A — A’ be an isogeny of degree NY9. We say that f is polarization-respecting
(or polarization-preserving or polarized)ﬂ if the following diagram commutes:

Such an isogeny is often referred to as a N-isogeny or an (V,..., N)-isogeny (where
the tuple has length g). This does not define all possible polarization-respecting isogenies;
in some cases there exist such isogenies of degree < NY, for example see [44, Definition
1.5.3], but we leave this for further reading as the focus of this document is those isogenies
that are currently used in cryptographic primitives. See Section for more on computing
(N, N)-isogenies in dimension two.

2.1.1. Principally polarized superspecial abelian varieties. We briefly focus on a special sub-
case of the above: principally polarized superspecial abelian varieties, as these are a focus
of all isogeny-based primitives making use of dimension > 1. They are also in many ways
beautifully simple to work with thanks to a classification due to Ibukiyama, Katsura, and
Oort [34].

Let p be a prime. In any field k& of characteristic p, there is only one superspecial abelian
surface up to non-polarization-preserving k-isomorphism. Hence, the set of all principally
polarized abelian varieties (up to isomorphism) can be represented by the set of all non-
isomorphic principal polarizations on any given principally polarized superspecial abelian
variety, for example EY9, where E is the supersingular curve of known endomorphism ring,
i.e. O := End(FE) is isomorphic to one of the orders in Theorem [20]). This gives rise to the
following:

Theorem 33. Let p be a prime. Let O be the quaternion order defined by appropriate choice
in Theorem [2(] for the given prime p. Let A be a superspecial abelian variety of dimension g
defined over Fp2. Then the principal polarizations of A are in bijection with the set

—T .- .
{M e GL,(O): M =M , M positive definite}.
Proof. See [34, Proposition 2.8]. O
"The literature has many names for this concept, including omitting it all together and just saying

‘isogeny’, in which case it is up to the reader to notice that the author doesn’t mean just an isogeny of
abelian varieties, which is weaker.
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This gets even more explicit when we restrict to dimension two (which we will, a lot of
the time, in practice):

Corollary 34. Let p be a prime and let O be the quaternion order defined as in Theorem[20.
Let A be a superspecial abelian surface defined over 2. Then the principal polarizations of
A are in bijection with the set

Sz{(i 7;)EMQ(O):S,t,€Z>O7St_TF:1}.

Proof. See [34, Corollary 2.9]: Note that by the full statement of the previous theorem in
[34] the image being positive definite ensures that the divisor C'is ample, and d = 1 ensures
that the polarization is principal. O

With the representation of Corollary [34], we could choose to notate a principally polarized
superspecial abelian surface by (E?, M), for some M € S, rather than (A, ). A benefit of
this notation is that it gives us a very simple description of (polarization-preserving) isogenies
and their duals:

Given two principally polarized abelian surfaces (E?, M) and (E?, M’), an (N, N)-isogeny
between them is a matrix I' € My(O) such that

(1) NM =T MT.

The dual isogeny is given by I

To compare with the previous definition of (N, N)-isogeny (Definition [32), note that
M =M , so the dual abelian surface of (E?, M) is canonically isomorphic to (E?, M), and
similarly for M’; then we see that (1)) is the commutative diagram of Definition [32] but with
this new notation plugged in:

(B2, M) —— (E2, M")

[N]l l[l]

<E2,M) ? (EZ, M’)

Finally, we make a small comment on the different endomorphism rings that appear in the
literature with the aid of the Ibukiyama-Katsura-Oort notation. There are three different
sets that are of interest for different applications.

e The full ring of (possibly unpolarized) endomorphisms. For any superspecial
abelian surface (E?, M), this is isomorphic to M,(O). Tt is the same for every choice of
M as all superspecial abelian surfaces are isomorphic as unpolarized abelian varieties.

e The set of principally polarized endomorphisms. What appears to be the most
interesting thing to study, from a cryptographic and/or computational perspective,
would be the set of (N, N)-endomorphisms for a given (E?, M). That is, the set

(€ My(0):3N € Zst. NM =T MT}.
However, this set isn’t even a ring! Exercise: prove thisﬁ

8To the best knowledge of the authors, no statement of this kind appears in the literature so far, although
it is undoubtedly known to experts. We (re)discovered this during discussions with Luciano Maino and
Lorenz Panny.
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e The symmetric endomorphism ring. This is just another name for the set of
principal polarizations described in Theorem [33]

2.2. Explicit computations for genus 2 curves. We now turn our attention to dimension
two, that is, to principally polarized (superspecial) abelian surfaces. The following corollary
to Torelli’s theorem classifies principally polarized abelian surfaces:

Theorem 35 (Dimension-2 Torelli). Fvery principally polarized abelian surface is either a
Jacobian of a genus-2 curve of a product of elliptic curves.

Proof. See |78, Satz 2], [48, Sec. 12&13)]. O

We first give a brief introduction to (Jacobians) of genus 2 curves, mostly following Chap-
ters 1 and 2 of Cassels and Flynn [12]. We will, following Cassels and Flynn, typically write
a genus 2 curve in a canonical form

C:y* = f(x),

where f(z) € k[z] is polynomial of degree 6 with no multiple factors[] Unlike with elliptic
curves, we can’t just projectify this affine model using the map (z,y) — (X/Z,Y/Z3), as
this results in a singularity at Z = 0. However, we do have a complete nonsingular model of

(2) C:y’=f(z)=fo+ hiw+-+ fea°, fi €k
in P*(k) given by the following equations:
V? = foX3 4+ [iXoX1 4 f2X7 + [5X0Xo + fuX3 + 5 X0 X5+ f6 X3,

0= XXy — X2,
0 - XOX3 - X1X2,
0=XX3— Xj;.

To recover , set Xo =1, set 27 = X; and y =Y. There are then two points not captured
in the affine picture (think of the ‘point at infinity’ on an elliptic curve), namely

(Xo: X1 : Xo: X3:Y]=[0:0:0:1:%+/f5],

these are referred to as the points at infinity and are denoted oco™.

The Jacobian of a genus 2 (or g) curve is given by J(C) = Pic’(C). This comes with
a canonical principal polarization; the Jacobian is therefore a principally polarized abelian
surface. In light of the previous section, how do we get our hands on this ‘canonical principal
polarization’? From a computational perspective we consider a canonical principal polar-
ization to be a canonical embedding into projective space, which in this case is P*>. This
is given explicitly in [12, Chapter 2, Appendix II], but is gigantic; it is also implemented
in various computer algebra packages such as SageMath [sage|] and Magma [10]. A much
more manageable approach is to use ‘theta coordinates’: see Section for how to, given
an abelian variety A/k of dimension g endowed with a principal polarization £, define a
canonical embedding A < P~

9t is in some cases possible to reduce the degree of f to 5 by means of a birational transformation |12}
Chapter 1 Section 1], but this leads to many case distinctions in all that follows, so we prefer to stick to this
canonical form.



20 SARAH ARPIN AND CHLOE MARTINDALE

However, the group of rational points on [J(C) is blessedly easy to describe; see [12,
Chapter 1] for proofs of the following: Let C be a genus 2 curve defined over a field k. A
k-rational point on J(C) is given by an unordered pair

{P, P}

where either

e P, =00t and P, = 0o~ (this will later play the role of the group identity), or

o Pl, P2 S C(k), or

e there exists a quadratic extension K C k with a canonical involution - such that
(l’,y) = Py, (fay) =P € C(K>

Additionally, we identify any points of the form {(z,y), (z, —y)}, together with {oo™, 0co™}.
Example 36. Let C/Fs : y* = 2° + 1 and define F3(:) = F3[z]/(2* + 1). Then
C(F?)) = {(07 :l:]-)a OO:E}?

C(F3(Z)) = {(07 1)7 (07 _1)7 (1’ i)? (17 _i)v <_17 i)? (_17 _i)> (iv O)’ (_i7 0)7 Ooi}a
and
j(c)(]Ffi) = {{OO+, OO_} = {<O’ 1)7 (07 _1)} = {(17i)7 (1v _Z)} = {(_17i)’ (_L _i>}a
{OO+7OO+}7
{0077007}7

{(0,1),00"},
)

O’ _1)’ (07 _]‘)}a
{(i7 0)7 <_i7 O)}}

As a sanity check, we can check that we have the right number of points against the gener-
alization of the point-counting formulae for elliptic curves |61]:

#C(F,) =1—t+p,
#C(Fp2) =1 — 2+ 4p + 25 + p°,
#JTC)F,) =1—t+2p+s—tp+p°
In our example we have #C(F3) = 4, so t = 0, and #C(Fy) = 10, so s = —6, giving
#J(C)(F3) = 10, which indeed matches our calculations.

In a similar fashion to elliptic curves, when £ = R the group law of the Jacobian J of
a genus 2 curve C/R has a beautiful geometric description. For the sake of drawing a nice
picture, we describe the simplest case that can easily be represented on the affine model.

e The identity of the group is the point {oco™, 00~ }, together with all points identified
with this.
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o If P = (x,y) is an affine point on C, we define —P = (z, —y). If P = co® is a point
at infinity on C, we define —P = ooT. Then, negation in J(C) is defined by

o{P,Q} ={-P -Q}.
e Given two points {P, P} and {Ps, P} € J(C)(R), define g to be the unique cubic
passing through all four points (possibly with multiplicities). This then intersects

C in exactly two more points (possibly with multiplicities), call these points Ps and
Ps € C(R); we define

{P, P} & {Ps, P,} = ©{Ps, Ps}.

To compute with all the points on the Jacobian in the same way, these computations need
to take place in the projective model, but as with elliptic curves, we can work directly with
the affine model and consider the calculations with co* on a case-by-case basis. We draw
an example of such an affine picture below: TODO.

2.2.1. Theta coordinates. Let A be an abelian variety defined over a field k. Let £ be a very
ample line bundle on A. Then by e.g. [73, Exercise 16.2.A] there exists m € Z such that
there is an embedding
A — PP

In this section, culminating in Definition (1], we describe a canonical way of constructing
such an embedding with m = n¢ — 1, for your choice of n > 2. This construction is primarily
due to Mumford [51] and generalized to characteristic p by Robert [66]; we will follow Vuille’s
thesis |76, Section 2.1] as this contains an excellent description of Mumford’s work in modern
notation, as well as taking inspiration from [24].

This embedding is induced by a ‘theta structure’, which is an isomorphism between a
‘theta group’ and a ‘Heisenberg group’, all of which we now define.

Recall that an ample line bundle £ on an abelian variety A has an associated isogeny

or: A — AY
r = [TrL® LY.
It is often simpler computationally to work with divisor notation rather than line bundle
notation, so let us take D to be the divisor associated tom L; then ¢p ==z — T D—D.

Definition 37. Let A be an abelian variety defined over k£ and let D be a divisor of A such
that ¢p defines a principal polarization on A. The theta group of level n on (A, ¢p) is
given by
G(nD) :={(z,v¢,) € A[n] x k(A)* : div(¢h,) = TinD —nD}
under the group law
(@, 92) % (y,¥y) = (x + 4y, Tyhy 0 Yy).
Definition 38. Let g € Z>; and let £ be a field. The Heisenberg groupH H(n) associated
to g and k is given by
H(n) = k™ x (Z/nZ)? x Hom((Z/nZ)?, k™),

under the group law

(a1, 21, x1) * (a2, T2, X2) = (a1a2Xx2(21), 21 + T2, X1 + X2)-

10See (73, Section 15.6] for the meaning of ‘associated to’.
UM umford introduced this group, rather than Heisenberg, but he named it after Heisenberg in his paper
after observing some fun connections to the Heisenberg group that comes up in physics.
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Definition 39. Let g, k, A, and D be as above. Let H(n) be the Heisenberg group associated
to g and k and let G(nD) be the theta group of level n on (A4, ¢p). The §_; operator is
given on #H(n) by
d_1: Hn) — H(n)
(aa z, X) = ((Z, -, 1/X)
and on G(nD) by
d1: G(nD) — G(nD)
(@, ¢e) = (=, [=1]").

Definition 40. Let g € Z>; and let k be a field. Let A be an abelian variety defined over
k and let D be a symmetric divisor ([—1]*D = D) on A such that ¢p = ¢, is a principal
polarization of A. Let H(n) be the Heisenberg group associated to g and k and let G(nD)
be the theta group of level n of (A, ¢p).

A symmetric theta structure O of type n on (A, ¢p) is an isomorphism

0f : H(n)>G(nD)
that commutes with d_; and which induces the identity on the natural embedding of £* in

both groups.

Now, we can use the theta structure to construct a basis for the global sections I'(A, nD),
which will give us our projective embedding, as follows. There is an action of H(n) on the
vector space V'(n) of k-valued functions on (Z/nZ)? given by

H(n) x V(n) — V(n)

(@,z,x)  f(o) = ax(e)f(z+e).
This is an irreducible representation called the Schrodinger representation and is unique
up to isomorphism [49, Proposition 6.2].

There is an action of G(nD) on space of global sections I'(A4, nD) given by

G(nD) x TI'(A,nD) — TI'(A,nD)

(‘137 Wr) ’ S = zj(wr © S)‘
As nD is ample, as long as char(k) # 2, this defines an irreducible representation |76,

Proposition 2.13]. Therefore I'(4,nD) is an irreducible representation of the Heisenberg
group H(n), via ©F, so is isomorphic to the Schrodinger representation V(n) (at least when

char(k) # 2). Let

(3) r:V(n) = T(A,nD)

be the corresponding H(n)-equivariant isomorphism. There is a canonical basis
{0i : (Z/nZ)? — k}icznzys

of V(n) defined by the Kronecker delta function

50 ={ 5 orherine

0 otherwise.

Together with 7, this gives us a canonical basis of the global sections — we have our projective
embedding:
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Definition 41. Let (A, £) be a principally polarized abelian variety of dimension g defined
over a field k. Let D be the divisor corresponding to £, let  be the isomorphism of , and
let 9; be the Kronecker delta function. Then the theta coordinates define an embedding

A PPt
and are defined by
T = [91‘% (z) == (ro 5i)($)]ie(2/n2)g~

Example 42. TODO

We will leave our foray into theta functions here for now. For more proofs, generalizations,
and general merriment, we refer the enthusiastic reader to |76, Chapter 2].

2.3. Isogenies in dimension two. As we are talking here about isogeny-based cryptogra-
phy, we of course need to be able to compute isogenies between principally polarized abelian
varieties. Recall the definition of a polarization-respecting isogeny from Definition [32 all the
isogenies in this section will respect polarizations. For most applications, we have everything
we need from dimensions one and/or two, so we focus here on dimension two. In fact, for
many applications we can even control the situation to the extent that we only care about
computing chains of (2,2)-isogenies, in which case the classical Richelot isogenies suffice
(almost, we need to be a bit careful with products of elliptic curves). These are nice because
they are conceptually simple, using only the curve equations, so we focus on this case in these
notes. However, using theta coordinates is the most efficient method to date, see |24] for the
state-of-the-art on (2, 2)-isogenies with theta coordinates and [79] for the state-of-the-art on
(¢, 0)-isogenies with theta coordinates. (We may add some more on computing with theta
functions in the final version of these notes.)

2.3.1. Richelot isogenies. Richelot’s original paper [63] from 1837 gave elegantly simple for-
mulae to compute a (2,2)-isogeny between the Jacobians of two genus 2 curves. A good
modern reference for Richelot isogenies is Benjamin Smith’s PhD thesis [72, Section 8].
When working with these explicit models (i.e. not with theta coordinates), there are four
case distinctions for computation:

(1) f: By X By — E3 x Ey; in this case f is just a 2 x 2 matrix of elliptic curve isogenies
that can be computed by Vélu’s formulae (see Theorem ,

(2) f: Ey x By — J(C); this is referred to as a gluing isogeny,

(3) f:J(C) — E1 x Ey; this is referred to as a splitting isogeny, and

(4) f:TJ(C)— J(C"); this is the most generic case.

Consider first the most generic case, that is, case (4). Let

Clk:y* = f(2)

be a hyperelliptic curve of degree 6. Let f(x) = fo(z)fi(x)f2(x) be a factorization of f(x)
into quadratic factors f;(z). For each quadratic factor f;(x), the roots «;,@; of f; define an
order two point

z; = {(a;,0), (@, 0} € J(O)[2]
and by definition x¢ + x1 + x5 = 0, so
<$0,[L’1> = Z/2Z X Z/2Z
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is the kernel of a (2,2)-isogeny. Write fi(x) = fio + fiix + fiox® and define

fOO fOl fOZ
A= flO fll f12
f20 f12 f22

Then, if A # 0, the codomain of the (2,2)-isogeny with kernel (xo,z;) is given by the
Jacobian of the curve C’, where

C'[k : y* = go(x)g1(x)g2(2)
with
gi(z) = A7 (fi(2) fulx) — frla) fi(x))

for each cyclic permutation of (i, j, k).

The case A = 0 is the split case, i.e., case (3), which we do not cover here. We refer the
reader to [56] for a detailed description of how to compute (2, 2)-isogeny formulae, including
the gluing and splitting, and with accompanying code.

2.4. Connecting dimensions. In Lecture 1 (Section , we introduced supersingular el-
liptic curves and isogeny based cryptography. In this lecture, we have thus far focused on
abelian varieties over finite fields. The following theorem of Kani provides a bridge between
these two topics. In particular, this theorem has two consequences which are used again and
again in isogeny-based cryptography: It allows us to factor isogenies, see Section [2.4.1] and
it allows for the efficient representation of isogenies, see Section [2.4.2]

Theorem 43 (Kani’s Reducibility Criterion [37, Thm. 2.3]). Let f, A, and B be pairwise
coprime integers such that B = f+ A and let Ey, Es, E3, E4 be elliptic curves such that there
exist isogenies pr,a, 0, ga, and gy (resp.) of degrees f, A, fA, A, and f (resp.) for which
the diagram in Figure[d commutes. Then, the isogeny

P = (W i‘”) . Ey x By — B3 x By
ga gr

is a (B, B)-isogeny with respect to the product polarizations on Ey X Ey and Es X E4 with
kernel given

ker® = {([A]P,p(P)) : P € Ey[B]}.

E3i>E2

o 2

By —— By

FiGurE 2. Kani’s Reducibility Criterion

Proof. The proof proceeds by direct computation. See [43, Sec. 2.3] for details. O
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2.4.1. Consequence 1: Factoring isogenies. Let f, A, and B be pairwise coprime integers
such that B = f + A and let ¢ : £} — FE5 be an isogeny of elliptic curves of degree fA.
Suppose that we can compute the action of ¢ on E;[B]. That is, we know the blue values
in the following commutative diagram:

e E2
. R
sl B [2) |
| _ - |
Eioremrm e - >
Then Kani’s Reducibility criterion gives us the tool we need to find the values, since

@_( )IE1XE2—>

is a (B, B)-isogeny, and
ker(®) = {([AIP, o(P)) : P € F\[B]}

In particular, if we have managed to control the degrees so that B = A + f is smooth, we
can compute the elliptic curves F5 and F, via which ¢ factors, as well as the corresponding
isogenies.

2.4.2. Consequence 2: Efficient representation of isogenies. Let b : E — E’ be an isogeny.
Robert pointed out in [65] that Kani’s Reducibility Criterion can also be used to store ¢
efficiently — in principle ¢ can have huge degree and equations to match.

(1) If v has smooth degree, we factor ¢ into small-degree parts and store each of these.
(2) If ¢ has non-smooth degree but which can factor as deg(¢)) = fA such that f+A = B
is smooth and f, A, B are pairwise coprime, we fix (Pg, Qp) = E1[B]. and store 9 as

(Ps), ¥(p).

Then for any @) € E;, we compute 1(Q) using d—note that, setting ¢ = 1), we have
exactly the blue information as in the above picture.
Exercise: Write an algorithm to compute ¥(Q).

(3) If v has non-smooth degree which doesn’t factor as deg(y)) = fA such that f +
A = B with B smooth and f, A, B are pairwise coprime but we know End(E}), we
can use a trick introduced in QFESTA [52, Alg. 2]: Let deg(v) = f < B, with
ged(f, B) = 1 and B smooth (typically a a power of 2). Sample a degree-(f(B — f))
endomorphism 6 € End(F;) using [25, FullRepresentInteger alg.]. Now, in the picture
for Consequence 1, set Ey = Ey, ¢ =6, and ¢ = 1; for Q € E;, we compute 9(Q)
as the first coordinate of ®((Q, O0)).

We can store 1 efficiently as

(B —[,0(P5),0(Qs)),

where Pp, Qp is basis for F[B]. If ged(f, B);1, the ged is necessarily smooth, so we
can combine this with (1) to get an efficient representation for the whole thing in
this way.

(4) If ¢ has non-smooth degree which doesn’t factor as deg(y¢) = fA such that f+ A =
B is smooth and the endomorphism ring of F; is unknown, we can instead use
a generalization of Kani’s Reducibility Criterion to 4/8 dimensions instead of 1/2
dimensions due to Robert [64]. We leave this for further reading.
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This consequence has far reaching implications: it allows us not only to efficiently compute
images under isogenies of arbitrary degree but allows us to store the information in poly-
nomial memory! One such application is in the current incarnation of SQIsign, based on

SQIlsign2D-West [6], SQIsign2D-East [53], and SQIPrime [30].

2.4.3. Consequence 3: IdealTolsogeny for arbitrary norm. The final consequence we discuss
here is, given a supersingular elliptic curve Fy with known endomorphism ring End(Fj), the
possibility to turn a left-ideal I of End(Ep) (including one of non-smooth norm) directly
into an efficient representation for the isogeny (in the sense of Consequence 2) corresponding
to that ideal (c.f. Definition . This idea takes inspiration from the class group action
framework Clapoti [57], which we will describe further in the last lecture, Section [4] and
appeared for the first time publicly in [6]H

Given a left-End(Ep) ideal I, the goal is to obtain an efficient representation of ¢y : Ey —
E; by computing ¢;(Fy) and ¢;(Qq), where (Py, Qo) is a fixed basis for Ey[B], and B is
smooth as above.

The first step is to search within the equivalence class of the ideal I to find two ideals Iy, I5
of coprime norms nrd(/;) and nrd(l;) (resp.), each expected to be approximately ,/p but
chosen as small as possible. The ideals I, I, are resampled until a solution (u,v) is found to
the equation:

(4) w-nrd(ly) + v - nrd(ly) = 2°.

By a pigeon hole principle argument, one can see that a sufficient condition for a solution to
exist is nrd(l;) - nrd(/3) < B, however solutions may exist even if this does not hold. The
expected size of the solutions u and v is also approximately /p.

Using the FixedDegreelsogeny method (point (3) in Section 2.4.2)), one can efficiently
represent isogenies ¢, ¢, of E; of degrees u and v (resp.), and say ¢, : Ef — Ey, ¢, : B —
E,. The authors provide options for optimizing this step of the subroutine, and indeed this
step and the previous step have been the focus of follow-up work providing optimizations of
the SQIsign2D-West algorithm [60].

Let ¢1, (o denote the isogenies corresponding to the ideals Iy, I, respectively. Note that
these isogenies map from Fj to Ey, since they are in the same ideal class as I. Since a solution
to equation has been found, the next step is to apply Kani’s reducibility criterion to the
isogeny diamond formed by 1 0 @, : E, — E; and ¢, o py : Ef — E,, pictured here:

E Y5 E

‘P;T TWUO{’h

E, —> Ep
10p

u
w

Eo

12This algorithm represents one of the most significant updates from the original version of SQIsign and
of SQIsignHD: previous versions of the protocol imposed restrictions on the norm of the starting ideal. From
a security perspective, this was a significant hitch, as strong security assumptions come from uniformly
sampling a random distribution, and putting restrictions on the norm immediately violates this uniformity.
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Applying Theorem 43} we obtain an isogeny ® : E, x E, — E; x E' with

P — (%0@ 902295v>
—l, vo)
Knowledge of the isogeny ® allows us to evaluate ¢1, @2 on arbitrary points, and so we can
obtain a representation of ¢; on the 2°-torsion basis Py, Qo: (v1(Fo), ¢1(Qo))-

The last step is to leverage ¢; (really, I;) to obtain an efficient representation of ¢;. There
exists 3 € I such that I} = I3/nrd(I), so that ,0p; = 3, and equivalently p; = [1/d1]p;00.
The basic idea is to use the fact that @ o ¢ is an endomorphism of Ej, but some care must
be taken using the ideals I, I because the product 11, is only defined up to conjugation of
1,. We refer the reader to [6, Lemma 9] for details.
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3. ISOGENY-BASED DIGITAL SIGNATURES

There are now several variants of the original SQIsign protocol described in Section [1.6]
The efficient representations of isogenies discussed in the previous lecture (Section 2] play
a key role in all of these variants. SQIsignHD appeared first, and the other three were
developed concurrently by distinct research groups. In particular:

e SQlIsignHD [23]: This was the first variation after Kani’s reducibility criterion was
first used in isogeny-based cryptography. The main improvement of this protocol
over the original SQIsign is the representation of isogenies of supersingular elliptic
curves by images of torsion points allowing for the reconstruction of the isogeny.
The authors work with abelian varieties of dimensions 4 (“SQIsignHDFast”) and 8
(“SQIsignHDRigorous”) to avoid imposing additional constraints on the isogenies
they can represenﬁ Abelian surfaces (dimension 2) would be preferable for effi-
ciency, but the authors note that, with their approach, this case imposes too many
restrictive conditions on the isogenies. The authors use the higher-dimensional rep-
resentation of an isogeny through images of torsion points throughout the protocol,
and only evaluate a higher-dimension isogeny of abelian varieties in the verification
step. As a result, the verification step was slower in this protocol.

e SQIPrime [30]: The authors of this protocol provide dimension-4 and dimension-2
variants. In spirit, this protocol is closest to SQIsignHD, with the main difference
appearing the challenge round. Their goal was to keep the computations in as low a
dimension as possible.

e SQIsign2D-East [53]: The authors improve the verification step of SQIsignHD by
evaluating a dimension 2 isogeny instead of dimension 4 or 8. The authors provide
a new algorithm for computing the commitment, they propose different constraints
on the degree of the response isogeny, and they compute an auxiliary isogeny which
becomes part of the signature. This protocol was simultaneously weakened and re-
paired in [13]. As of the writing of this document, the proof of unforgeability contains
an error.

e SQIsign2D-West [6]: This variant attempts to balance the improvements offered by
higher-dimension abelian varieties with the efficiency of staying in low-dimension.
They work exclusively with two-dimensional isogeny representations, overcoming the
previous limitations by broadening the class of isogenies that can be represented in
that setting.

SQIlsign2D-West is advancing in the National Institute of Standards and Technology
(NIST) standardization process, so we will focus on the mathematical and cryptographic
properties of this protocol.

3.1. Description of SQIsign2D-West sigma protocol. The setup follows the same skele-
ton as the original version of SQIsign: it is a sigma protocol which uses a variant of the
Fiat-Shamir transform to obtain a digital signature.

We again let A denote the security parameter for the protocol. The public parameters for
SQIsign2D-West are as follows:

e integer e = 2);

BOffering two variants reflects the current need for flexibility in our cryptographic standards. It is a
positive mark to be able to balance speed, security, and signature size for different use-cases.
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integer e,qs such that 2° > 2,/2p/;

integer eqa such that 2 < 2¢hal < 22X is the size of the challenge space;

€chal T €res <

a prime p ~ of the form p = ¢2¢ — 1, where ¢ is a small cofactor;

a supersingular elliptic curve Ej /Fp with known endomorphism ring, in particular
the paper references Ej : y? = 2° + x;

(Py, Qo): a basis for Ey[2¢];

Dy ~ 2** odd;

® Do = (7 > 2% for some large prime e > 2% and some n > qﬂ;

22/\

com

The steps of the sigma protocol proceed as follows:

e Key generation (Alice):
— Sample a random left-ideal I of Oy of norm Dy.
— Compute the secret isogeny ¢g : Fy — Epk.
— Compute a basis { Pk, Qpk} of Epk[2°] and, via ¢y, a basis {81, 52, 53, f4} of
End(Epx).
— Publish Ep and {P,, Qpk} and store the secrets ¢q and £;(Ppx) and 5;(Qpk)-
e Commitment (Alice):
— Sample a random left-ideal I ., of Oy of norm Dcgp,.
— Let ¢eom = @I, 0 the sense of Definition 23] Using Consequence 3 of Sec-
tion compute Feom = @eom(Lo) and store the secret Yeom|go[2)-
— Publish F.op.
e Challenge (Bob):
— Sample a random integer chal in [0, 2¢ha1].
— Send chal.
This will define an isogeny @ena of degree 2¢ with kernel (P + [chal]Qpx).
e Response (Alice):
— Compute I, such that oo = @5 (c.f. Definition .
— Compute J = Toom - Lsi - Lehal-
— Compute a uniformly distributed ideal I, equivalent to J of norm < 2¢¢. Then
Ores '= @I, fits in a SQIsign-style non-commutative diagram:

Ey-------- o=z » B,
‘ 0 commitment com
| randomness
B 3
|
=< o

Pk B Z%ﬁz Pchal| =

5 E
A =
|
v ()OreS

Ey FEanar.
P response chal

However, instead of computing and sharing ¢, directly a-la-SQIsign, we use
Kani’s Reducibility Criterion to save time and memory.
* Define ¢res 1= @r,... Then @ = ©°L 0 ¢ where ¢t is the part of ©re

which backtracks along @ and ¢ is the part of ¢, which doesn’t

res

1
1

4required in the proof of soundness
Srequired in the proof of zero knowledge
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backtrack. The isogeny Pt has degree 2°*, where bt > 0; note that the
integer bt uniquely determines P .

* Let ¢’ be the odd part of deg(¢res) and let f = 2=t — ¢/, Choose a left
ideal Iy of End(Ecom) of norm f.

x Using Consequence 3 of Section compute the isogeny pau = @1, (c.f.
Definition . Define Eaux = @aux(Eeom) and compute a deterministic
basis { Pauw, Qaux ) Of Eaux[297]. Let ¢ be the isogeny that makes the
following diagram commute:

o o

!
) com E chal E chal

Paux
=

Eaux

Using Consequence 3 of Section [2.4.2] compute the action of ¢S on
Ecom[26r$7bt] and deduce Pchal = ¢(Paux) and C2Chal = w(Qaux)-
* Let 2¥ = deg(¢res)/q’. Publish

EauX7 Pchah Qchala bt7 k.

e Verification (Bob):
— Compute E, , from bt: Compute the isogeny Epx — E., ., with kernel

([2°] Py + [2°*chal] Q).
— If k > 0, factor out the even part: define ¢,r and ¢4 to be the factors

cyc

Pres = P2k O Py’

of degree 2% and ¢ respectively. Then ker(Pqx) = ([2¢ K= Py a1, [26F 2] Qeppal)-
Reset

Elar ¢ Por(ElLal)s Penal ¢ ok (Penal)s Qchal <— Dok (Qchal)-

Then reset 1 to be the isogeny that makes the following diagram commute:

Ecom L’ E(/:hal
Soaux
(0

Eaux

— Verify knowledge of secrets by computing p,: Compute the deterministic basis
{Paus, Qaux} of Euux[2¢7P%. Using Consequence 1 of Section with £ =
Eaw, B2 = ElL ., F3 = Ecom, and ¢ = 1, noting that Puga = ¢(Pax) and
Qobat = ¥ (Qaux) determines | g, o, deduce @y ; check whether or not the image
is E::hal'm

Note that in applying Consequence 1 you compute a 2-dimensional isogeny which may end in a Jacobian
if the verification is failing. If this happens, return False.
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In the key generation and commitment phases, it is necessary to sample a “random”
isogeny of a fixed norm. Both times this is achieved through an algorithm called Ran-
domFixedNormlIdeal. In this fairly straightforward subroutine, knowledge of a basis for an
endomorphism ring O = End(F) is used to sample cyclic isogenies of E of fixed degree n,
where the only restriction on n is that it is coprime to p. Cyclic isogenies correspond to
primitive ideals, namely ideal I such that I € mQO for any m € Z~.

3.2. Fiat-Shamir transform. While the original SQIsign [25] used a straightforward ap-
plication of the Fiat-Shamir transform [32], SQIsign2D-West leverages the commitment-
recoverable property to apply a modified Fiat-Shamir transform and obtain an even smaller
signature.

The Fiat-Shamir transform turns an (interactive) sigma protocol into a digital signature.
Recall that a digital signature is not interactive (and see Section for details): we want
the signer to be able to Sign a document D producing a signature op and a verifier to
be able to Verify that signature op on the document D using the public key information
associated to the signer. The sigma protocol requires back-and-forth communication between
the prover (signer) and verifier, so this interactivity must be removed in order to obtain a
digital signature. This process proceeds as follows:

e The signer produces follows the usual key generation and commitment processes,
producing the public key pk = (Epx, Pok, @Qpk) and commitment @eop.

e The signer uses a cryptographic hash function H to produce a challenge ., from
©Ycom and the document D. Explicitly, @mar = H(@eom, Pk, D).

e The signer produces the response @, to the challenge pcpa.

e The digital signature consists of an efficient representation of the transcript (@eom, Pres)
corresponding to the public key (Epk, Pok, Qpk)-

e To verify, the verifier computes the corresponding challenge ¢, using the crypto-
graphic hash function H, and then verifies that (Ycom, Pchal; Pres) s a valid transcript
corresponding to the document D and public key (Epx, Pox, Qpk)-

The above process is actually repeated s times in parallel, so that the final transcript
consists of a tuple of x transcripts. The reason for the repetition is as follows: even without
knowing the secret isogeny gk, a dishonest prover could still “guess” and convince the
verifier to accept the digital signature with probability 27!. With repetition, this probability
decreasts to 27",

3.3. Security. To show that the sigma protocol described above will result in a secure
digital signature via the Fiat-Shamir transform, we show that the sigma protocol satisfies
the necessary conditions: completeness, soundness, and zero knowledge.

3.3.1. Completeness. Similarly to the original SQIsign, completeness is a direct consequence
of the correctness of the algorithms for the steps of the sigma protocol: The algorithms
provided are correct, and in particular the response will be an isogeny between the correct
CUrves, Qres : ok —+ Echal.

3.3.2. Soundness. As a reminder, an identification protocol is sound if a dishonest prover
(who does not know ¢y ) is unable to convince the verifier that they know g, except with
negligible probability. The SQIsign2D-West protocol has 2-special soundness, meaning
that if a prover can produce two valid responses to two separate challenges corresponding
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to the same commitment, then that prover must know the secret. Succinctly, the secret og
can be computed from the two valid transcripts

(com, chal, res), (com, chal’, res’).

The idea is to use these two transcripts to construct a non-scalar endomorphism 7 €
End(ELx). From the transcript information, one can construct isogenies o : Eom — Echal
and o’ : Eeom — E/,,; of degrees < 2¢e. (If the prover is honest, the isogenies o and ¢’ are
equivalent to the honest response isogenies .. and ¢/, from the protocol, but all we can
assume in this proof of soundness is that the transcripts provided pass verification. This is
also the reason why we do not draw the secret isogeny g in the diagram below.) See the

diagram below to summarize the isogenies obtained from these transcripts.
Ey Eox

Pcom Pchal ‘/

!
g ¥Pchal
Ecom Echal cha

Echal
As seen in the diagram, this information yields an endomorphism 7 € End(E,x), namely

71 = ¥Ychal © 0 © 0 © Pchal-

It remains only to show that n & Z, but this follows from the degree restrictions imposed in
the protocol. See [6, Thm. 17] for details.

3.3.3. Zero Knowledge. As a reminder, to prove a protocol satisfies the zero knowledge prop-
erty, one must show that there exists a simulator which produces accepting transcripts at
the same rate as actual executions of the protocol, without access to the secret information.
The SQIsign2D-West protocol is shown to have the honest-verifier zero knowledge propertyE]
in [6, Thm. 22|, under two new oracle models, namely UTO and FIDIO.

A uniform target oracle (UTO) produces a random isogeny ¢ : E — E’ given a
supersingular elliptic curve E/F,» and an integer N to upper-bound the degree of ¢. By
“uniformly random isogeny ", we mean that simultaneously:

e the codomain £’ of ¢ is uniformly random with respect to the distribution of all
supersingular elliptic curves over F 2, and

e ¢ is uniformly random with respect to the distribution of all isogenies from the curve
E of degree < N.

If N > 2,/2p/7, then such an oracle is guaranteed to exist: For N > 2./2p/m, the number of
left ideals of norm < N of a fixed maximal order in a quaternion algebra whose right order
is any given maximal order (0’ in that quaternion algebra is approximately the same for all
possible choices of @’. This comes from a version of Minkowski’s bound for quaternion ideal
classes, see [75, Prop. 17.5.6].

A fixed degree isogeny oracle (FIDIO) takes in a supersingular elliptic curve E/F
and outputs a uniformly random isogeny ¢ : F — E’ of degree N.

175 weaker property than zero knowledge, as it assumes the verifier is executing the protocol honestly.
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The simulator proceeds to create transcripts which are statistically indistinguishable from
transcripts resulting in actual executions of the protocol as follows:

e Generate a challenge isogeny @chai : Epx — Eehal according to the protocol.

e Give the UTO input (Eepa;, 2) and call the output @res : Fenal — Feom-

e Decompose the isogeny (e into its odd-degree part gogég of degree ¢/, and 2-power
degree part 1 of degree 2¥. Further decompose the isogeny 7 into a part of degree
2t which backtracks along P and the nonbacktracking part of degree 2875, Let
r" =k — bt.

e Give the FIDIO input (Eeom, 2" — ¢') and call the output @au : Eeom — Faux-
Honest executions of the protocol are computed using an equivalent procedure to the above,
but in a different order of operations (commitment, challenge, response). This is the essence
of the proof of honest verifier zero knowledge.
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4. OVERVIEW OF CLASS GROUP ACTIONS IN HIGHER-DIMENSIONAL ISOGENY-BASED
CRYPTOGRAPHY

Class group actions and Kani’s Reducibility Criterion (Theorem both provide effective
tools in isogeny-based cryptography. A new wave of protocols seeks to combine these tools
to create new flexible, efficient cryptographic primitives. In particular, one can use higher-
dimension abelian varieties to evaluate the class group action on oriented supersingular
elliptic curves. This framework, introduced by [57], gave the first polynomial time algorithm
to compute the class group action for any given class group. See the blog post [59] for
a history of the problem that [57] solves. The methods used are inspired by the work of
[52], who gave an algorithm Ranlsoglmages for evaluating isogenies of non-smooth degree
using Kani’a reducibility criterion. Although the “full description” promised in the abstract
for Clapoti(s) has not yet appeared, other groups of authors have published extensions
and improvements to the public version Clapoti(s) framework[r_gl, which we will overview in

Section [4.2]

4.1. The Clapoti Framework. The framework for efficient evaluation of the class group
action for isogeny-based cryptography was reworked in [57]. This work begat a variety of
improvements in this direction, many of which we will visit in subsequent sections.

As this framework applies in the setting of oriented supersingular elliptic curves, we begin
by recalling the main theory and definitions here.

4.1.1. Oriented elliptic curves. Orientations provide a tool for using commutative orders in-
side of an elliptic curve’s endomorphism ring, even when the endomorphism ring itself is
noncommutative. Such a strategy also works for ordinary elliptic curves and supersingu-
lar elliptic curves defined over [F,, whose endomorphism rings are commutative. We will
present this theory in its full generality, but keep in mind the special case where End(FE) is
noncommutative.

Definition 44 (Orientations). Fix an elliptic curve E over a finite field F,. Let K be an
imaginary quadratic field which embeds into the endomorphism algebra of E. Namely, there
exists an embedding

t: K — End(F) ®7 Q.

The pair (F,¢) is a K-oriented elliptic curve, or that F is K-oriented with orientation ¢.
Let O be the order of K satisfying «(K) N End(E) = «(O). We say that E is primitively
O-oriented.

Two K-oriented elliptic curves (E,¢), (E’, /') are isomorphic if there exists an isomor-
phism 7 : E — E’ such that /(=) =no(—)o.

For the remainder of this section, we fix K to be an imaginary quadratic field and O
to be an order in K. We fix a prime p, and all elliptic curves are defined over a field of
characteristic p. Let SS7, denote the set of isomorphism classes of primitively O-oriented
supersingular elliptic curves over Ej.

The orientation allows the translation between imaginary quadratic ideals of O and iso-
genies of £. This theory gives a general framework for the group action used in CSIDH [15]
(see the PAWS2025 notes [41] for an exposition).

Bwhich we will from here on refer to as Clapoti.
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Isogenies of the underlying elliptic curves induce K-oriented isogenies in the following
way: If (E, () is a primitively O-oriented elliptic curve and ¢ : E — E’ is an isogeny, then ¢
induces a K-orientation .. on E’ defined:

1 ~
put(=) = m——=pou(=)op.
[deg ¢]
The induced K-oriented elliptic curve (E’, ¢.¢) is primitively (O'-oriented for an order O of
K for which exactly one of the following holds:

e O' = O, in which case we say y is horizontal;
e [0 : O] =degp, in which case we way ¢ is ascending;
e [O: O] =degp, in which case we way ¢ is descending.

Definition 45 (Class group action). Let (E,¢) be a primitively O-oriented elliptic curve.
Let a be an integral ideal of O coprime to the conductor of O and of norm coprime to p.
The intersection:

Ela] = () ker(u(a))

defines a finite subgroup of E. This group in turn defines an isogeny ¢, : E — E/FE]a] with
kernel E[a]. Furthermore, we obtain a K-oriented isogeny

o (E,0) = (E/Eld], (#a)«t)

Remark 46. We briefly justify why the above action is of the class group of O: First, note
that all ideals in the class group of O are by definition coprime to the conductor of O, and
from each ideal class we can always choose an integral representative of norm coprime to p.
If a is principal, say a = («), it is necessary to show that (@4)«t = ¢, but this follows from
the commutativity of the elements of O.

4.1.2. Class groups and supersingular elliptic curves. We restrict our attention to the super-
singular case by considering this class group action on SS.

Theorem 47. The class group of the order O acts freely on the set SSiy. Moreover:

e this action is transitive if p is ramified in O,
e this action has two orbits if p is inert in O.

Proof. See [54, Thm. 3.4], which requires some CM-theory for elliptic curves. This result
extends classical work of Waterhouse |77, Thm. 4.5], who considered the case where the ring
of F,-endomorphisms of an elliptic curve was isomorphic to an imaginary quadratic order O.
As noted by Schoof in |68, Proof of Thm. 4.5], there was a slight omission in the original
statement of Waterhouse, which is corrected in a later theorem of the same paper, namely
[77, Thm. 5.3]. OJ

Remark 48. In Theorem [7] the case where p is split in O is omitted — in this case, the
isogeny class of elliptic curves with a primitive O-orientation is ordinary, not supersingular.

In the setup of Clapoti [57], we drop the orientation notation (F,¢) and focus explicitly on
the elliptic curves. To further condense notation, let F, denote the codomain of the isogeny
g, in particular: E, = E/FE[a]. The following proposition (an application of Theorem
provides the necessary foundation to unconditionally compute the action of [a] € Cl1(O) on
a supersingular elliptic curve E € SS7) in polynomial time.
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Proposition 49 (Prop. 2.1 [57]). Let a, b, ¢ be integral ideals of O coprime to the conductor
of O. Suppose a,b, ¢ all belong to the same class in Cl(O), and suppose the norms N(b),
N(c) of b and ¢ are coprime.

Then, there is an N = (N(b) + N(c))-isogeny ® : E x E — E, x Ez with kernel

ker @ = {([N(b)]P, (¢y 0 c) P : P € E[N]}.
This isogeny is efficiently computable when the N -torsion group E[N] is accessible.

Proof. We immediately remark that [b] = [a], so the corresponding isogenies ¢, and ¢y
from the elliptic curve E have the same codomain. Likewise, [¢] = [a] so [¢] = [a] and the
codomains of the isogenies g and @z of F are also the same.

The accessiblity of the group E[N] means we can find generators P, () defined over a small
field. In the application in mind, p = c¢-2¢ — 1 so that supersingular elliptic curves over I,
necessarily have p + 1 points (think back to Theorem (13| and Theorem [14] to recall why this
is true). Then, #E(F,) = ¢ - 2° so if e is large we have a lot of 2-torsion points accessible
and we can take N = 2 The goal becomes to find two ideals b and ¢ equivalent to a and
satisfying

N(b) + N(c) = N.

Once this is achieved, the corresponding isogenies fit into an isogeny diamond (see Fig-
ure (3)), and Theorem [43| (Kani’s reducibility criterion) applies.
The resulting isogeny ¢ : F¥ x ' — F, X Fj is given by the matrix

o — ( Po ?c) :
—Pr Po
and kernel as above, given by Theorem [43] The computation of the kernel depends on the

accessbility of the points in E[N], and the isogenies [N(b)] and (pp o @) are efficient to
compute. ]

In Proposition [49] it is essential to have an efficient method for finding the ideals b and
¢ in the same ideal class as a. Given b in the same class as a, the proof of Proposition
2.1 [57] describes how to explicitly obtain a third equivalent ideal ¢. If we already have b,
then the norm of this target ideal ¢ must satisfy N(¢) = N — N(b). Explicitly, this means
that ¢ = (7./N(a))a, for some 7, € a satisfying N(v.) = N(¢)N(a).

Most applications take N = 2¢, although the idea is general.
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4.2. Beyond Clapoti. Various research groups have optimized and extended the Clapoti
framework in several ways. In the following list, we highlight a selection of the these advances
(current as of January 2026). The list is chronological, based on the first public appearance
of the corresponding paper.

e In SQIsign2D-West ([6], as described in Section [3)), authors attribute the inspiration
for their IdealTolsogeny algorithm to the Clapoti authors. The IdealTolsogeny algo-
rithm extends the framework of Clapoti from quadratic ideals to quaternion ideals.

e In KLaPoTi [60], the authors use the KLPT algorithm to solve a key equation in
Clapoti framework and work with 2-dimensional (2¢, 2¢)-isogenies.

e In [21] PEGASIS, the authors provide a refinement of the techniques in the Clapoti
framework and give an algorithm to compute isogenies coming from a class group
action using isogenies of dimension-4 abelian varieties.

e In [9] Qlapoti, the authors address the question of finding the quaternion equivalents
of the ideals b, ¢ as in Proposition In particular, the algorithm takes on input a
quaternion ideal I and outputs two equivalent ideals I, I satisfying

N(L)+ N(I) = 2°.
This optimization improves the speed of the IdealTolsogeny algorithm in [6].
e In [22] qt-PEGASIS, the authors provide a simplification of the algorithm described in
PEGASIS using a refinement of a technique described in Qlapoti. The qt-PEGASIS

algorithm uses quadratic ideals instead of quaternion ideals, and avoids a complicated
rerandomization technique which was necessary for PEGASIS.
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5. PROJECT DESCRIPTIONS

The Spine of the HD Isogeny Graph The structure of the [F -subgraph of the full
supersingular isogeny graph in dimension 1, the spine, was studied in [4]. The best
known generic attack [26] on the isogeny problem (Problem [2) first computes a path
to the spine in the supersingular isogeny graph. The complexity of this algorithm is
dependent on the structure of the spine within the full graph.

Now, suppose you are given a supersingular elliptic curve E/F,.. Then the Weil
restriction of £ is an abelian surface over [F,,, which lies in the natural generalization
of the spine to two dimensions. This doesn’t give an obvious attack (see [45, Section
3.3]), but it does show the importance of properly understanding the structure of
the spine of the two-dimensional isogeny graph. One could even take this further:
in general, what are the possible graph-theoretic structures for the spine of the g-
dimensional isogeny graph?

Computing 2D cyclic isogenies Thus far, the literature on computing isogenies
in higher dimensions has focussed primarily on (4, ..., ¢)-isogenies. That is, isogenies
of degree /9 which are maximally isotropic with respect to the ¢-adic Tate pairing.

For simplicity, we now restrict to g = 2. The kernel of an (¢, £)-isogeny is isomorphic
as a group to Z /{7 x Z./VZ and is generated by an {-torsion point. However, these are
not the only isogenies which respect polarizations. There has also been some work on
computing cyclic isogenies. Crucially, in some cases there exist isogenies whose degree
does not grow with the dimension. In particular, let (A, ) be a principally polarized
abelian surface with maximal real multiplication by a degree 2 real number field K.
Suppose that ¢ splits into principal ideals Ok, and Ok, in the maximal order Ok,
of Ko. A p-torsion point of (A, &) is then a point P such that pu(P) = 0; recall that
p € Ok, and Ok, is isomorphic to a subring of End(A) so x is an endomorphism of
A. Tf p is totally positive and of prime norm and P is nontrivial, then P generates the
kernel of an isogeny from (A, ) of prime degree ¢ which respects both polarizations
and real multiplication, called a cyclic isogeny in the literature.

These cyclic isogenies are notoriously difficulty to compute, despite their poten-
tial for outperforming (¢,...,¢)-isogenies as the dimension grows. There exists a
method for computation [29] but no working implementation. However, Luciano
Maino proposed a new method for computing examples of these cyclic isogenies in
his PhD thesis [42, Chapter 7] making use of Kani’s Reducibility Criterion. While
this method requires computing the (¢,. .., ¢)-isogenies lying above the cyclic isoge-
nies, it does have potential to give us the first concrete examples of cyclic isogenies
and increase our understanding of these objects.

This project proposes to fully work out the idea presented in [42, Chapter 7] for
computing cyclic isogenies in dimension two and get a first implementation of some
examples.

Non-standard graph structures in HD To date, the only isogeny graph structures
that have received (public) attention are the graphs of

e principally polarized supersingular or superspecial abelian varieties (see [2, 36]);

e principally polarized g-dimensional abelian varieties with locally maximal real

multiplication by a given totally real number field of degree g over Q (see [44],
Chapter 3], [11]);
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e abelian varieties of dimension-g with commutative, Bass endomorphism rings
(see [9]).
However, there are many more possibilities for graph structures. Understanding more
of the possibilities could open the door for graph-theoretic cryptographic algorithms.
Some interesting cases to start off with:
o Let E/F,: be supersingular and E'/F, be ordinary. What are the possible
structures of isogeny graphs containing £ x E'?
e Formalize the dimension-g CM case as outlined thus far only in talks such
as https://www.martindale.info/talks/Budapest.pdf.
e Does anything special happen when the endomorphism algebra is very special,
e.g. a cyclotomic field?


https://www.martindale.info/talks/Budapest.pdf
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